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DETAILED ACTION 

1 . This action is in response to Amendment filed 1 0/9/2008. 

2. Claims 1-21 are pending. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 8-11,17, and 19-21 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Carapelli (US Patent No. 6119,110). 

4. As to claim 8, Carapelli teaches a method for monitoring an electronic instrument 
for metrological measurements, comprising: receiving (e.g., loaded) information (e.g., 
keys) associated with a handling application (e.g., microprocessor firmware) for the 
instrument and locally stored [col. 3, lines 55-60], 

issuing a certification code associated with the handling application (e.g., 
microprocessor firmware) based on the information and operable to indicate that 
integrity of the handling application (e.g., microprocessor firmware) has been 
maintained [col. 4, lines 15-35]. 
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5. As to claim 9, Carapelli teaches a method where producing a code includes 
processing said information using a cryptography algorithm (e.g., DES encryption [col. 

3, lines 30-35]). 

6. As to claim 10, Carapelli teaches a method where tile received information 
comprises an authenticity certificate (e.g., private key) of the handling application (col. 

4, lines 15-250. 

7. As to claim 1 1 , Carapelli teaches a method according where tile received 
information comprises an acknowledgement code (e.g., input code) of said local unit 
(col. 4, lines 25-32). 

8. As to claim 17, Carapelli teaches a method further comprising: determining a 
violation (e.g., tampered) of the integrity of the handling application [col. 4, lines 29-32]; 
and generating an alert in response to the violation [col. 4, lines 20-35]. 

9. As to claim 19, Carapelli teaches a method further comprising: determining that a 
certification associated with the handling application (e.g., firmware) is invalid [col. 4, 
line 15- 25]; and generating an alert in response to the determining the invalidity [col. 4, 
lines 20-35]. 
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10. As to claim 20, Carapelli teaches a method further comprising generating a 
stamp (e.g., code) indicating that the integrity of the handling application (e.g., firmware) 
is verified (col. 4, lines 25-32). 

11. As to claim 21 , Carapelli teaches a method where the information is received at 
the start of the handling application (e.g., firmware) [fig. 2]. 

12. Claims 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Carapelli in view of Finely et al. (US Patent No. 6,442,448 and Finely hereinafter). 

13. As to claim 18, the system disclosed by Carapelli shows substantial features of 
the claimed invention (discussed in the paragraph above), it fails to disclose: 

A method further comprising preventing the handling application from operating 
in response to determining the violation. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Carapelli as introduced by Finley. Finley 
discloses: 

A method further comprising preventing (e.g., not allowing the operating system 
to boot) the handling application from operating in response to determining the violation 
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(to provide means to prevent further operation of tampered detected firmware [col. 20, 
lines 20-27]). 

Therefore, given the teachings of Finley, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Carapelli by employing the well known features of certification for certifying software 
code on a measuring instrument disclosed above by Finley, for which user measuring 
device software authentication will be enhanced [col. 4, lines 15-35]). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 1, 3-7, and 12-16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Finley et al. (US Patent No. 6,442,448 and Finely hereinafter) in view 
of Carapelli (US Patent No. 61 1 9,1 1 0). 

1 5. As to claim 1 , Finley teaches a control system of an electronic instrument for 
metrological measurements, comprising: 
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a handling application operable to control the instrument [col. 7, lines 59-67; col. 
8, lines 1-25]; and a control application operable to verify integrity of said handling 
application (i.e., ... teaches an approved stamp version for verifying software application 
certification [col. 23, lines 55-65]), said control application operable to generate a 
certification code the handling application in response to verifying that the integrity is 
maintained (i.e., ... teaches application validation [col. 24, lines 1-20]). 



Finley does not expressly teach the claim limitation element of generating a certification 
code. However, these features are well known in the art and would have been an 
obvious modification of the system disclosed by Finley as introduced by Carapelli. 
Carapelli discloses: generating a certification code (to provide a certification code for 
purposes of certifying software code on an electronic measuring device [col. 4, lines 15- 
35]). 



Therefore, given the teachings of Finley, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Carapelli by employing the well known features of certifying software code on a 
measuring instrument disclosed above by Finley, for which user measuring device 
software authentication will be enhanced [col. 4, lines 15-35]). 



16. As to claim 3, Finley teaches control system where said control application and 
said handling application are communicably coupled via a network [fig. 14]. 
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17. As to claim 4, Finley teaches a control system characterized in that it includes a 
dynamic library associated with said handling application, which, at the start of a 
handling application, activates said control application (col. 6, lines 40-50). 

18. As to claim 5, Finley teaches a control system where said dynamic library is 
locally stored (col. 10, lines 10-20). 

19. As to claim 6, Finley teaches a control system where said dynamic library is 
situated in said central processing unit (col. 7, lines 50-55). 

20. As to claim 7, Finley teaches a control system where said univocal (i.e., having 
only one possible value) code is obtained using a cryptography algorithm (col. 23, lines 
59-62). 

21 . As to claim 12, Finley teaches a system where the controller is further operable 
to generate an alert in response to determining a violation of the integrity of the handling 
application [col. 24, lines 45-55]. 

22. As to claim 13, Finley teaches a system where the violation comprises an 
unregistered modification of the handling application (i.e., .. teaches an error in which 
the system has been tampered with [col. 20, lines 20-30]). 
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23. As to claim 15, Finley teaches a system where the controller is further operable 
to verify whether a certification associated with the handling application (e.g., firmware) 
is valid (col. 4, lines 15-25). 

24. As to claim 16, Finley teaches a system where the certification is verified using a 
digital signature [col. 20, lines 15-30]. 

25. As to claim 14, Finley teaches a system where the controller is further operable 
to prevent the handling application from operating in response to determining the 
violation [col. 15, lines 40-50]. 

26. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Finely in 
view of Carapelli as applied to claim 1 above, and further in view of Johnson (US Patent 
No. 6904592). 

27. As to claim 2, the system disclosed by the combination of Finley in view of 
Carapelli shows substantial features of the claimed invention (discussed in the 
paragraph above), it fails to disclose: 
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A control system where said code is associated with a stamp comprising an 
issuing date of said stamp a reference code of the metrological measurement 
instrument, and a barcode corresponding to said code. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by the combination of Finley and Carapelli as 
introduced by Johnson. Johhson discloses: 

A control system where said code is associated with a stamp comprising an 
issuing date of said stamp a reference code of the metrological measurement 
instrument, and a barcode (e.g., record) corresponding to said code (to provide a 
record of software maintenance [372, 374, fig. 5]). 

Therefore, given the teachings of Johnson, a person having ordinary skill in the art at 
the time of the invention would have recognized the desirability and advantage of 
modifying the combination of Finley and Carapelli by employing the well known features 
of a software down record disclosed above by Finley, for which user measuring device 
software maintenance will be enhanced [col. 4, lines 15-35]). 
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Response to Amendment 

Applicant's arguments, see applicant remarks, filed 10/09/2008, with respect to 
the rejection(s) of claim(s) 1-21 under have been fully considered and are persuasive. 
Therefore, the rejection has been withdrawn. However, upon further consideration, a 
new ground(s) of rejection is made in view of Finely, Carapelli and Johnson. 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRYAN WRIGHT whose telephone number is (571)270- 
3826. The examiner can normally be reached on 8:30 am - 5:30 pm Monday -Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, AYAZ Sheikh can be reached on (571 )272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/BRYAN WRIGHT/ 
Examiner, Art Unit 2431 

/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



